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ABSTRACT

Signature-based malicious code detection methods share a common limitation; it is very hard to detect modified malicious
codes or new malware utilizing zero-day vulnerabilities. To overcome this limitation, many studies are actively carried out to
classify malicious codes using N-gram. Although they can detect malicious codes with high accuracy, it is difficult to
identify malicious codes that uses very short codes such as Spectre. We propose a function level N-gram comparison
algorithm to effectively identify the Spectre binary. To test the validity of this algorithm, we built N-gram data sets from
165 normal binaries and 25 malignant binaries. When we used Random Forest models, the model performance experiments
identified Spectre malicious functions with 99.99% accuracy and its fl-score was 92%.
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2.1 38 2J o=

FZ A3 (speculative execution)-> ZZAA]
7} S AdE AR ditsls WEelE vle A
s A Y 7lseltt o] 7] dFd TA #
7] dlZ(dynamic branch prediction)< 7] o
2 $Yl(branch prediction unit)el] $x3&t

BTB(Branch Target Buffer)el A% wzle]

7125 nlegtoz B welo Ay waks
t}(2). 2-bit branch prediction T+&Z <&
ghi AsisEl 27] 3ol BTBel ARl +

sk H4A
=]

=

_\Qfﬂr.?‘ioz’

Byt e

T4 (branch target
address), #7] <% H|E(taken/not-taken
bit)& AAg} £7] oy wEE 2702 T4
o olxlez A7t 00(strong not-taken),
01(weakly not-taken), 10(weakly taken),
11(strong taken)elc}.

Fig. 1.& &4 £7] <1359 7=st oA o]},
o7} Asgd uf 94 BTB entryell si%
7] WEele] Favt 9leA Zs|ghel. whep x3]
AAgsi 7] A Bl EE Felgit) ou, #7] o

r-{m r-{u:

N

l?__
! 7}
o] —“‘&7] ‘HAL -mi jump, é =71 Ak 5
40 w5 ¢ofe} w|g] “‘B?‘}‘“/P. w2 10,

W E27)8HA] o3 g el (PC)E ¥oje}
Aejgicl 27 wEeir} BTB entryel]l =3]%%]

PC (branch inst)

query
. taken /
BTB entry predicted address not-taken bit

branch addres | branch target address | T/NT bit

0x62b 0x78a 10z

jump branch target
address

jump to next PC
and bit -=1

normal execution and add PC
address to entry (bit = 10(z))

Fig. 1. Branch target buffer example
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sto] Z2A|MS HAAA A5 el 7lodg(2,
12].

7] A5 w2 oSl Asfjste] HAkAQd A
25 ove Z=E AT 4 gt} uei Z2
AME B7] 42 Aizie AgE =5 Z4
commit, & #AA2EY Wz S WAstA] e A
B2 2] olZo] AAE weele] AAE F]lgic)
ghek o] 7] wEeirl 715 s WE AR A
AHAY 271 A T2t B Agels, 5 A
gk Z2AAM W AAE BT Adr)Eka SRkE
22 ohA Adgtt. weba] A% oS Agd A

commit A %3 BT Hrlslezg, F= A

H ARE nF Ak ez deA g
2.2 Spectre 24

P. Kocher 52 Spectre 3425 %3 9=
2 ARE ] dE5E =g H, == A

= A A9 34 (cache-based side-channel
attack) S &3 =39 rJr‘ AA A T4 34
7% L3 AMAeE 2 3 AMAlE 22ste] 7HA
02 B Z2A|29 dibe] AMEE T 9= HmE
e 23t 4ot} Fig. 2.& P. Kocher ¥
o] Aw3sl= Spectre 13 19| /& A™sl] 9]
g = oAe|r}

Fig. 2.8 spectre vi vulnerable function
e dubdel 2ARE ®3sHE 3Holt). line
159 Z7AES offseto] arrl®] Zolwr} 22 7
St datas Holdth o] 27& WE3A] K3}
W datadl= AT & gloh. A% Spectre +
AL 22 A A F& APS o gslo] data wde
Z7](data-)length) & dolMe= A9 #s e
5 ole}. o] HAL g7} e}

—_

FAA= ¥4 45 (spectre vI_vulnerable
function) S}l $1x& Z74—r(hne 15)& &
3= offset 3 AHEA R AT o] HA
oA sl 2AEe #r7] W¥Hel= BTBel
strong taken A2 7]Z% o},

struct array {
long length;
char data[];

struct array *create_array_of_size(unsigned int size);

[he vulnerable function to spe

void spectre_vl_vulnerable_function(unsigned leng offset) {
struct array *arrl = create_array_of_size(5);
struct array *arr2 = create_array_of_size(4@96);
unsigned char secret;
// bounds check bypass by spectre attack
if (offset < arrl->length) {

secret = arrl->data[offset];

/2->data[secret] is cached in L1-Data-Cache

unsigned char temp = arr2->data[secret * 4896];

4. Z2AAE S AolFe

Fig. 2. Example code to explain spectre v1.

73] A= Aol offsets FoY o=
wHAgt}h o]% clflush(Cache Line Flush)
W= A}8-3}o] arrl-)lengths}

arr2-)datas 2T AZF9 MA 2helelA AA
gt

3. line 1504 &7 APl ¢3€ o, offset

(2)3A4N ] A Hlormg Z2AAM7L whE
452 9% 4 stk vk, arrl-)length=
) A B3 AN AAE 7] W] =
RAAM = vBe 2 deleE 2A4%t) o=
dnbd o gu) o] Fo] L@ ¥T)
t7]5= 4l BTBell
7155 A Ad /)5S nigle R Ry] wieof
o BAAE F5¥c) o, &' 27 (line
15)¢] #7] A} F4:4l line 169 A&t F4+=
strong taken Mi 71550 i) ulelAd
line 163} 182 = Alsjsic)

5. F= A8 =% line 189 temp =

arr2-)datalsecret * 4096)9) arr2-)datas
A vl2oh hAghe) . uiebd wlmE] 24 o]
EHE ¢ojeH, o] dHolel= L1 7HAel A€
o}

6. Z2AAE ZAEE  Br] =2 <lXsln

@ Anse AASAR, A
23] er) bebd A%

Ag asiel o] dolEE &

ol 4R datat
AA A

& = it
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arr-)datas ¥

3L
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m{w rlr
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Avgglie}

2.3 7= AMAHI0 CHet Spectre 32 2k} THX|
Microsoft  Visual C/C++ ZAddz&=

Spectre 74 FLZ JAHE= 2
eelE Abslsled Spectre -?r'é 1+ sksjgic)
Ifence W= WA A3 T ZE w7}
stad w7bA] A=A gerh wEid e )
& ZHE WAF 4 9l Spectre 4 W
g & 9loh(14). Fig. 3.9 s> gspectre #4
o] A-&% Aefellx H7}UH Spectre F3 19 A
8] Zzo|t} line 49 lfence &7} 9l7] wjE
o line 39 #7]& 5 A=A de=rl.

oiwl G. Wang 59 el ¢34 gspectre
%42 P. Kocher7} AA3F 157H4] Spectre 34
3 F < 20 2kskek S 9lo) =3t Ifence |
ol 1] C1F9 oS 73] wtel o] ¥4
o] A4H Zeould @ A AHspl $HHn
(15, 16].

Linux #A¥< lfence WAAE ALY 58
ol ARlslel Spectre 3 18 3Rk =3t
A&H o7 W uE 1 9l Spectre HE F3S W
13171 $18l retpoline®} -2 wl$ A&

[}
a1

A

spectre PoC

void victim function(size t x) {
if (x < array size) {
temp &= array2[array[x] * page size]

A| L%

¥
}

[ gspectre

1. mov eax, DWORD PTR arrayl size
2. cmp rcx, rax

3. jae SHORT @LN2@victim_fun

4. 1lfence // migration instruction

Fig. 3. Binary with gspectre option applied.

22 Agshar orh(3, 13). kA o] S
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mov (%rbp), %edx il {ov, aup} 2 2AL skl array(x) 9 HolHE %
cmp %eax, %edx ) {cmp’ ja¢) g,
’ o] A 37 F=E 7|E I=E
jae cvictin_funcaxds> W . (e, mov) IM3, Spectre 34 ! o
Jae, A el C&C(Command & Control) A1
mov (krop), feax n4 {mov, movsql} ote] FAlol} Ak slel g 22 59 Rl Eo] o}
movsql %eax, %rdx ehubA] oriv) wheba] A 27hA] obeixl opgIe B
A W o 2= Spectre 54 ZEE 9A57] oF
Fig. 4. Example of N-gram (N=2) o}, w3k A 34 45 zdsle] AHAH) 2=
7F ARl 2RI AR o] e el
GFEE Fig. 4ok 2ol B4 A WAL Mol o) e e ge) el
E ~EZX API 3% 4, opcode, +AFE A
X %‘3] '?1‘;% ;('UJ_]—“‘ N- grama ) °H 6‘1—1’/]— o] 3.2 gl:;:"\_ F_l"(l"l Muq
F AED 54 ANE wigoz oy 2 o oy
5 AMEs Y o EE e Ed Spectre 24 7re] @A T4 AL wjo g
[. Santos < 7|29 AF=EE A1HA

7IWke 2 RS o, W) vlelue] FEste}
e 93] 7|8l ‘H*‘FV] oelE HE A
N-gram 7[4F dAZ= 25 7S A7),
S. Jain 5= 4 2 oA wlelyE]e £A AR
N-gramo2 F&3 ¥, Iy EHrE
AHgEte] 99%9) AHEER oty ule|ElE
(8).
g E
T 31‘:% 7H§i3}f ok H}"]E
3le] N-grame o] 83 3=
FAAZHTH9). A, Pektas < n9 =77}
4 IIH 7]. 43 OI-J\-I;HZE =+ ]
Hyew B. Kang
N-gram?} ®Alzd&
BEsl = 9l8S welrt(10, 11).
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o 4
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= Spectre
QA A AHE A}
o W5 U (ifx (

strong taken AE|E
EEE

mo— o Lo

o] A T4 ol
o] Spectre ¥4 o] &

array)® 7] % vEE
FAg}, o] xo] Fhdll arrayd =&

< vlelde|2 AR 27k 2ARRE Spectre
A 22| A§ AA vleluve] dim] ¥4 4 np
vele] ulge] 0.18%% viehdeh, w3k nlo|uE]
HoR i Ee 3 2ol el 34
A8z $13 AREe] EFH7] Wil L2
o] 44A3} ohE wleluf] 5ol thg 23t whet
ueluz] A S vlashe 7|E 7ol A
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o] EAE AW
W

:—%7\]
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W o 2 o o fr

N rlo

N-gram B2 7|4
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2] njoliglo4] 2Z& N-gram =4
9. g2 &5S3 naste] =As)
Zole] 4w gy o7 gBxd 4 it}
N-gram $AMEES o83l oA I
7] Y= dAGS

d
) >
fo ot oo pjn = Jo
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Random Forest =d@$ A&

& hilehd 2ol <t ovg e sl

Random Forest
RandomForest Zd& A1=i3g}
ol A Adrggic},



1048 g 8] N-gram B]AE E3F Spectre 34 uloludz] Al upy

3.3 && HIOlH &
2e o drE Sel Aw oA delg Al
Ubuntu 16.04 LTSl 7|42 HA=:= sbin
9] 1657] A dhde|c), o] A3 spdeor A
A 10907908 FEdc o delE A
GitHub Sl 43& 10714 Spectre 3 1,
+3 2 2 P. Kocher?} AA3EF 157) Spectre
3 1o]th(15). o] & AHEl o T 25700}
Y oheFgt W) oA wlelyeE ¢AlER
frie Ajkels 2l At A5 A5E 93
5] Spectre '375 Feg Ay do|eut
7] wEolct. A= dHeleuo]~ G
ERir ke Spectre vyl 3 A 2 o8k
o] -5 Feldly] off7| wiie] Zrrt FHE o]
ElRE £3589tk Table 1.2 <4 2 oM dlole] 9]
Mok AA dlofelelA] AR Fh= vlES A A

4>:>m
2 X of F-?‘J

i% JX?L&

o,
o g AL L P APe ELs 3T

ZH g9 =9l 1madau"e2[18]E ARE-Elic), o] T
thekgh skl {33t ol7|El A 2] nlole]e] HiFk o
At $Ee o] =TE AME3
= A AR Adgt wle|e
o} i =g djxste] A FrE SAsa o
<= AA )

gl S 2Hg o I radare?2 ~IHE
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radare2 23 EE radare2d] 7|5% F==
Aste] &g 5 9le A|4olr), o] & Ao
FAoR vehle A9 3370
A2 ARt 3390E A
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CIAY e o e &
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Table 1. Malicious and normal dataset

Class Count Rate
variant 1 20
Malicious 0.02%
variant 2 5
Normal 109,079 99.98%
Total 109,104 100%

Fig. 5.+ Alskshs o7 2ds 753k A&

Hojgrh 2 342 o3t 2

LA Sl vlelelE B4
o ol welule] UEs FA7L o

2. N-gram <xg&EE AHEst 24 359

opcode HE& FZ3kc}
3. AA BAE Fasle] oA el 2hdls o
gt

4. 3% ot 2 g2 N-gram € F A4
3370 S 9 %i AMgsle] AAL ghgee]
N-gram H¢|EES ZZ3c} Ix&= 243t
glo]g]Ale] wle} g-EA o]},

5. A8k dle]g] A& A}4-3ld Random Forest

(DFunction identification

239 3473 458b 48fc
d063 8d48 8948 e075

mov (%rbp), %edx
cmp %eax, ¥edx
movsql %eax, %rdx | L _ |
<function A>
cmpb $8x8@, (%rip)
nopl %rax
<function B>
mov %rax,%rbx
callg %rax

retq
! (© Result

malicious or safe

(@N-gram (n=2

<function A> T

nl {cmpb, nopl} :

<function B> @ Ran.dom Forest lernin;
nl {mov, callq} train_set : 60%

n2 {callg, retg} test_set : 48%
cross val : 18

(3) Labeling éotpt:;J (@) Feature selection
maluare {B.} r, count {cmpb, nopl}, 211
normal {A.} count {mov, callq}, 128

count {callq, retq}, 24

Fig. 5. Overview of the proposed system.
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shrol AR St dlelele)
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TR el s g s s Sedia A
o B7HE AT of AAAM A e Eiel
7P A 2l 2w, mde] AIeE Fe]y)

daeEE
2]

4.1 A 29 M

A  wiled  daEEs A9 g8l
SVM(Support Vector Machine),
KNN(K-Nearest Neighbor), Random Forest
95 77t sl §, R A ARS8
5 Ad 23} Random Foreset ¥ag]&S A}
43 mde] 99%¢] AHIr= g & A5s
gk, 4 mdle AT Ax /M AUC(Area
Under Curve)= Fig. 6.3 #t}.

N-gram-= dlo]elAe] 543 n zhe] wstel ot

W ztelE HITH9). wpebx] AgE dlolE Al
of &3t n & 2] 913 nel 2, 3, 431 A-fell
A mde] AEE ZAYc oW AYP do|e 9
HAEFE 7] 9198 1099 23 A5S 33t 4
3 A3} n=2¢ A$elA precision®} recalle]
Z4zF 100%9} 82%%5 XHeolw M £& AdE B
9} (Table 2). mov ¥ add®3 opcodev F<
sequencei ulE F#3p] wEel 22 nelA
5= Bl Ae=E goiEc

o17] 4 premsmn% 2do] Truegty #5753 A
Zol|A AA 2po] Truedl H]golW, recall& A

1.0 A

0.8

o
o
L

True Positive Rate
o
FS
s

0.2 4
RandomForestClassifier (AUC = 0.99)

—— SVC (AUC = 0.96)

0.0 —— KNeighborsClassifier (AUC = 0.72)

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig. 6. Auc graph of models

Table 2. Confusion matrix according to n

N Accuracy Precision Recall
n=2 99.98% 100% 82%
n=3 99.98% 89% 73%
n=4 99.98% 62% 45%

A True #PAE F Zdo] Truedtz & HlE

ot} o] A} n=2« u, HXAE dlo ]Hi 5
= 1070 oA '? 205 "AEA] Fevke
7 v|ekA] (false negative)7}
WAEE olfre O F4Y ANt BEdle] g
o AH8-E 7| %5& ot Tt HAE dHelHE B
SV]“} precisionol

Fodlolefel o

DO

=
(e}
AN
Lo,
>}L
(o
Hﬂ
E
—1m
sy e £

£
ok
N
o('

4.2 HOIE| 28 MEE

dlelefAle] £33 Wiy mdel Ass A
A 4 olc) AE
1.7} #e] #4139 wlo]E]e]t}t. Random Forest &
4 3 A elA dlolele] Eeljs 7 REE 1
1A 7] wiimell dlelelAle] o] 2hA] ¢dow &

el eteddks v 4 9leh(19).

o] wAIE A3 fs LAEY daelE
SMOTE(Synthetic Minority Over-sampling
TEchnique) & AH&-3ItH20). SHAEH2 dlo]
Bo| Fejx7t Bd¥E sAds] A% 7Y F skt
olt}, &3 dlolelE KNN d18&s 53l 4
akal, 7|E FeEe ‘HHE HolMz e A2
tlolelE AA3et. o] 7ML wedlA dlolEE &
Ase A 2= A9 ‘1101517P 71E S 4
T wp2r] wio] 4E dlelelAe JHE A%
9l

Table 3& W AEHS HLspr] 3}
Random Forest 2o AFA|zolrt o
e 43 F Recall A7} 10%7HF =24 @

>

b
=
=
)
il
S,
rlo
H
[oV)

E
@

0{1

-

oXx

o
o 1o

o

Table 3. Confusion matrix after over-sampling

Ove‘r Accuracy Recall Fl-score
sampling
X 99.98% 82% 90%
0 99.99% 92% 96%
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